
Readiness Against the Rising 
Tide of Industrial Cyber Attacks
Steven Dahlin – Region Director

Fortinet



2© Fortinet Inc. All Rights Reserved. 2© Fortinet Inc. All Rights Reserved.

• State of the Industry

• Industry Research | Top Cybersecurity 
Findings

• How can Fortinet help?

• How are Hackers Getting into your Network?

• Best Practices for Securing SCADA Systems

• Take the Next Step | Grant Funding

• Q&A

Welcome and 
Agenda



State of the Water Segment 
Water and Wastewater Industry Risk and Insights

Known or perceived risk within the industry 
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Attacks are increasing in frequency and impact

OT Infrastructure Attacks Are Getting Worse

SolarWinds 
Orion

Ekans 
ransomware 

attack on Honda, 
Fresenius

2020

ASCO Parts 
shutdown by 
ransomware

Global aluminum 
producer shutdown 

by ransomware

2019

New York dam 
floodgates 

compromised

2013

Maersk Shipping 
global shutdown 
by ransomware 

($250M)

Merck & Co. 
global production 

shutdown by 
ransomware ($1B)

2017

Cybersecurity 
incident at large 

brewing company 
Molson Coors

JBS USA 
meat producer

Attacks on 
H20 Supply

Colonial
Pipeline

2021

Trisis/Triton: 
Malware designed 

to compromise 
safety

2018

Ukraine 
power grid 
knocked 
offline

Power 
generation 
malware

Kojima 

Industries a 

Toyota parts 

supplier attack 

impacts 28 

production lines

ACGO ag 

equipment 

and parts 

ransomware

2022

Danish SektorCERT 
discovery of zero-day 

vulnerabilities in Zyxel
firewalls

DP World Australia’s 
operations were 

crippled closing four 
major terminals. 

2023

Michigan traffic 
light hacked

2014

Hospital drug 
infusion pumps 

hacked

Car transmission 
and brakes 
controlled

2015

German steel 
mill furnace 
destroyed

Ukraine power 
grid knocked 

offline

2016

MIRAI Botnet 
145,000 IoT 

devices

2010

Stuxnet disrupts 
Iranian nuclear 

program

FrostyGoop 
MODBUS 
attack on 
Ukraine 

apartment 
temperature 

controls

2024

Volt Typhoon 
LOTL tactics on 

Pacific Rim 
infrastructure

OT 

Attack
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2024 | Letter to Governors

Iranian’s (IRGC) attacked US drinking water 
systems and disabled Unitronic PLCs. Simply 
because a default username and password 
wasn’t changed.

China’s sponsored cyber group Volt Typhoon is 
embedding threats into our nation’s 
infrastructure – laying in wait for a future attack. 

How do you know that they aren’t in your 
network right now?
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Reverse Osmosis 
System

Chemical Feed Skid Ion Exchange

Water Treatment 
Operations

Wastewater 
Operations

Sensors & Control 
Operations

Customer 
Experience

Information Systems 
Operations 

Energy Independent 
Operations 

From engagement to delivery of water and services

Digitizing the Water and Wastewater Operations

Water Treatment Center

Reclaimed Water

Brine

Data Center

Mobile Water 
Treatment

Data Center Utility Room

Pressurized Zeeweed
Ultrafiltration

Wastewater Treatment Plant

Immersed Zeeweed
Ultrafiltration Zero Liquid Discharge

Ion Exchange

Inlet

Phys. Chem Clarifiers

Phys. Chem Clarifiers

Reverse Osmosis 
System
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Water and Wastewater Cybersecurity Principles

Safety & Operations First Cohesive, Purpose-based Zoning Asset Assumed Vulnerable

Safety-critical and operational-
critical functions needs the 

highest protection

Zones impose security service 
requirements to the 

functions/devices/components

Field digitalization will 
rise exponentially
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Economic ImpactA Regional or National 
Emergency

Service Disruption Customer Harm

Consequences
What happens if Water and Wastewater public providers do not act:

Negative Media Exposure



Recent Research
Water World and Wastewater Digest
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12%

0.5%

3%

6%

7%

18%

23%

31%

Other (please specify):

Information Technology

OT (Including SCADA
and Instrumentation)

Scientific & Research

Engineering & Design
Staff or Consultant

Engineering &
Operations…

Operations

Executive /Admin Mgmt

Recent Research | Water World and 
Wastewater Digest

Base: 2024 Respondents  (n=410)

15%

13%

15%

11%

12%

15%

9%

More than 500,000

100,001 – 500,000

25,001 - 100,000

10,001 – 25,000

3,301 - 10,000

501 - 3,300

500 or less

5%

17%

2%

9%

67%

Don’t know / Not applicable

Other (Please specify):

Municipally Owned /
Investor Operated

Investor Owned / Operated

Municipally Owned /
Operated

JOB ROLEPOPULATIONOWNERSHIP
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Cybersecurity in Water Management Facilities
Research Findings

2 TOP CHALLENGES IMPEDING 

CYBERSECURITY PROGRESS1 INCREASE IN CYBERATTACKS

33%
Of respondents 

reported at least 

one cyberattack in 

the last 12 months.
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Cybersecurity in Water Management Facilities
Research Findings, cont.

3 PLANNED INVESTMENTS 

OVER NEXT 24 MO. 4 CYBERSECURITY PRIORITIES 

NEXT 12 MO.

60%

56%

56%

Cybersecurity

Geographic Information 

Systems

Automated Metering 

Infrastructure
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Cybersecurity in Water Management Facilities

20%
Visibility and 

Segmentation 
established

50%
Access control 

established

13%
Predictive behavior 

established

4%
Leveraging 

orchestration and 
automation

Water Utilities 
maturing 

cybersecurity 
measures.

5
MATURING AND ADOPTING CYBERSECURITY 

MEASURES

5050
Of respondents 

believe increased 

regulations and 

compliance will 

impact water / 

wastewater 

utilities within 2-5 

years.



How can Fortinet help?
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Fortinet is one of the largest 
cybersecurity companies in 
the world.

Founded: October 2000

Founded by: Ken Xie and Michael Xie

Headquarters: Sunnyvale, CA

Fortinet IPO (FTNT): November 2009

Listed in both: NASDAQ 100 and S&P 500 Indices

Member of: 2023 Dow Jones Sustainability World 
and North America Indices

Global Customer Base

830K+
Customers

2024 Billings

$6.5B+
(as of Dec. 31, 2023)

Market Capitalization

$85.5B
(as of Feb. 14th , 2025)

Security Investment 

Grade Rating:

BBB+ Baa1

>50%
Global Firewall

Shipments

~$2.5B+
Investment in Innovation 

since 2017, with 91% R&D
(as of Dec. 31, 2023)
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The Most Trusted Security Vendor for Network Firewalls
More than 50% of all firewalls shipped worldwide are FortiGate NGFWs
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1QCY23
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2018 2019 2020 2021 2022 2023

Source: 650 Group, March 2024
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564 West Randolph Street
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Investing in Illinois

Building Size

102,700 sq. ft. gross, 93,700 sq. ft. usable

(28% is leased) 

Purchase Price

$20.8M (February 1, 2022)

Renovation costs

~$10M

Total Fortinet investment
+$33M

Head Count Capacity 

Fortinet’s used portion of building: 137

Current Chicago Headcount: 57

Breakdown of Chicago Jobs

40% R&D, 45% Sales

Chicago Job Growth

Grown jobs by over 70% since 2021

Chicago Job Openings

Roles in Sales and R&D
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• Academic Partner Program

• Free Curriculum for all Uni, College, & Tech Schools

• Free Hosted Lab access

• Free products in VM format and on line

• Free certifications for all students

Free Educational Services for IL

• K-12 Free Cybersecurity Awareness Training

• Customized for School Districts

• Age-specific content modules

• Included administration and Management

• Active Monitoring and Reporting

• Certificate of Completion

• Water/Wastewater Cyber Awareness Training

• Providing Cyber Awareness training statewide via the IRWA

• Free Threat Assessment Service offered to Industrial environments
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Amazing Customers
The result is a substantially lower total cost of ownership 

for the network. “With our previous vendor, the total cost 

of ownership amounted to $5 million over five years,” 

Pegues says. “We have successfully achieved cost 

savings and avoidance totaling millions of dollars.”

“If I am looking for a particular device, one search 

turns it up. And the ability to manage the switches 

remotely is a huge efficiency benefit, which is 

crucial since we have 26 locations and only one 

network engineer.” – Bill Sadlick



Common Challenges
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• Social Engineering

• Malicious Software

• Unauthorized Access to 
physical places or systems

• System Design Failure

Cyber Threat Categories
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What types of intrusions are 
most common in OT?
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• One of the most common 
attack vectors

• 9 out of 10 cyber attacks are 
launched using phishing emails

• Game of numbers for bad 
actors.  They send out 
thousands of emails

• Statistically 1 in 20 people will 
fall for a phishing email.

• It only takes 1 and then 
malware can be deployed into 
the network

• Can be manipulative and very 
real looking

Phishing
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• AI has made phishing attacks even 
harder to spot

• Personalization has become easier 
with information about you available 
online

• Is the message trying to get you to feel 
fear urgency or excitement

• Is the message trying to get you to 
take action by clicking a link, entering 
information, or opening an 
attachment?

• Do you know the sender, does it seem 
weird that they sent you this 
message?

• Were you expecting this message or 
was this request out of the blue?

• Bad writing, spelling, or grammar?

• Does the message ask for payment or 
money transfer?

How to spot a phishing email
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Answers
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Malware

• Malicious Software

• Program that runs on your devices and is meant to cause you harm

• Spy on your activities

• Expose your data

• Trick you into giving away private information

• Disrupt how your devices work

• Spread to other devices

• Types of Malware - 350K new variants discovered every day!

• Trojan aka – Troy Trojan horse used by the Greeks.  Installing a backdoor

• Spyware gain info on you to steal/sell, or use to access your accounts

• Worm – Make copies of itself and spreading to other devices

• Ransomware – Encrypts your data and requests $ to unlock
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Reminders!  How to avoid phishing & malware

• Be smart and stay cautious online

• Don’t click suspicious links

• Have AV installed

• Practice good password hygiene

• All accounts use strong unique passwords

• Use VPN on public wifi

• Backup critical data & have a 3rd copy off site



Case Studies 
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Basic Principles of the Cybersecurity Solution

Protect Users Protect the Network Protect the Servers

Security at the Edge to protect 
and secure all the infrastructure 
that runs the system from back 

office to laptops, SCADA
and operators

Protect and secure all 
communication equipment 

from sensors to PLCs

Protect and secure 
everything that serves 

employees and facilities
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OT Security Platform

FortiSOAR for OT

FortiSIEM for OT

FortiManager

Security Operations
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FortiEDR

FortiDeceptor for OT

FortiToken

FortiAuthenticator

Zero Trust

S
e

c
u
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e
m
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c
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s
s

FortiSASE

FortiPAM 
Secure

Remote Access

FortiNAC for OT

Secure Networking

FortiGate

FortiSwitch

S
e

c
u

re
 D
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a
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N

e
tw

o
rk
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FortiGate VM

SD-WAN / 5G

Rugged FortiGate 

Rugged FortiSwitch

Rugged FortiAP

Rugged 

FortiExtender Vehicle

Operations & 

Control Zones

Business & 

Enterprise Zones

Cloud &

External Zones

Cloud

IT

Process Control 

Zones

Safety & 

Protection Zones

ICS / OT

Fabric Ready 

Ecosystem

OT Specialized 
FortiGuard Services

3,000+ OT Application 
Signatures

600+ OT Threat 
Signatures

CONVERGED IT & OT

MAJOR ENFORCEMENT BOUNDARY

MINOR ENFORCEMENT BOUNDARY

MAJOR ENFORCEMENT BOUNDARY

MAJOR ENFORCEMENT BOUNDARY

Security Services

Ecosystem Partners

IT

FortiNDR for OT

FortiAnalyzer for OT

OT

FortiClient ZTNA
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Security 
Operations   
Center & IR

Recommended Best Practices for OT

Platform 
Approach

Segmentation Visibility & 
Compensating 

Controls

OT Threat 
Intelligence
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Industrial-grade firewalls, switches 
and APs

Most deployed IT/OT next-gen 
firewall worldwide

OT-specific SIEM, EDR, Sandbox, 
and Deception capabilities

FortiSwitch 
Rugged

FortiAP 
IP-rated

Specialized
Solutions 

Extensive solution integration 
platform

500+ Security Fabric ecosystem 
integrations

Out-of-the-box integrations with 
leading OT security solutions

Specialized 
Ecosystem

DPI for 70+ OT protocols

Up to payload level visibility
and control

Vulnerability shielding for OT assets

More IPS signatures than any other 
cybersecurity vendor

Specialized 
Threat Information

Industry validated and referenced 
solutions

Experienced OT professionals

Specialized OT integrators

1000+ professional services 
engineers

Specialized 
Talent

Specialized OT Solutions and Teams

FortiGate 
Rugged
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Best-in-class integrated solutions for comprehensive protection

OT Ecosystem: +370 Partners, +700 Integrations and Growing

Visibility and Threat Intelligence

OT TECHNOLOGY PARTNERS

OtherGlobal System Integrators

Security Operations Management Other

Industrial Control System Vendors

SOLUTION VENDORS AND SYSTEMS INTEGRATORS
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OT Security Focus Areas

Asset Management
OT Network 

Segmentation
Endpoint Security

Best Practices to Guide Strategy

Secure Remote 
Access

 Include offsite or 
remote devices

 Discover and profile 
OT devices

 Identify high and 
critical vulnerabilities 
(Virtual Patching)

 OT Protocol visibility 
(Modbus, DNP3, 
Ethernet IP)

 Enabled secure 
communications 
through DMZ

 North-South network 
traffic monitoring and 
threat inspection (Inter 
VLAN)

 East-West traffic 
monitoring (intra VLAN 
inspect

 Endpoint Detection & 
Response Solution

 Malware and Viruses 
Detection

 OT Application 
Whitelisting (Historian, 
SCADA, HMI)

 Integration with 
Incident Response

 Support Legacy & 
Modern Operating 
Systems (XP)

 Enable MFA and Role 
Based Access Control

 Provide access to 
required devices only

 Session Management 
(Start/Stop), MFA, 
Password 
Management, session 
recording and secure 
file transfer
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Virtual Patching / Vulnerability Shielding

Detect OT/IoT Network Assets

Query for vulnerabilities

Populate FOS Asset Identity Center

Deploy Virtual Patching

OT Process & Control Zones

Field OT

External Networks

Unpatched 

Devices

Protect Legacy Devices without Impact

FortiGate
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Secure Remote Access

System Integrator

Centralized
Policy

FOS

Plant 1 Plant 2 Plant n...

Verified user identity and 
device posture prior to access

Industrial asset location

Wherever the user is located

Access 

Proxy 

Remote Employee3rd Party / OEM access

o Session Management 

(Start/Stop), MFA, Password 

Management, session recording, 

etc

o Role based access and least 

privilege. Provide access 

(read/write) to only target devices

o Remote users require different 

level of Access to run specialized 

tools (e.g. Web based and thick 

clients). HTTPS, VNC, SSH, etc

o Require File Transfer capabilities 

(e.g. firmware upgrades, config / 

programing, compliance reports, 

diagnostics, etc)

o User friendly and immediate 

access (seconds not minutes) 
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HMI

SCADA

HISTORIAN

HMI/SCADA MASTER

PLC/RTU/IED

SENSORS/ACTUATORS

• Industry standard framework for OT cybersecurity

• Segment OT assets into security zones and conduits

• Increasing Security Levels to enhance security posture

• Validated Security Controls for protecting OT assets

Level 5: Enterprise

Level 4: Site Business Planning and Logistics

Level 3.5 OT Authentication Boundary

Level 3: Site Manufacturing Operations and Control

Level 2: Area Supervisory Control

Level 1: Basic Control

Level 0: Process

Enterprise Zone

Manufacturing Zone

Cell/Area Zone

Safety 

Zone -

SIS

Purdue Model For Industrial Control Hierarchy
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Free Cyber Operational Technologies Threat Assessment
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How a California Water and Wastewater District Leveraged 
Fortinet Solutions to Protect Critical Water Treatment

CUSTOMER NEEDS
• Strict control to access OT network (i.e. employee, SI, OEM, third 

party)
• OT network visibility for non-technical staff
• Easy of Use environment
• Integrated Network and Security
• Set up notifications and system events (No Network SME)

SITUATION

• Water and wastewater treatment district in Central California serving 

about 30,000 residents

• Small IT staff to support IT Applications and Network, no OT 

Cybersecurity specialists

• Current OT network and devices supported by System Integrators 

who didn’t provide access to network (Black Box)

• Network security was an afterthought

PROBLEM
• Unplanned OT downtime due to lack of system events
• Complex system to troubleshoot
• Lack of skills to manage several devices via CLI
• No timely notification of network events – Login, remote users, 

connecting unapproved devices, etc.
• Shared credentials (no MFA)

SOLUTION BENEFITS

• FortiGate NGFW integrated with FortiSwitch (FortiLink)

• FortiToken Mobile – MFA & FortiCloud (remote management)

• Easy of Use GUI to manage both Security and Networking (no 

separate switch config)

• Role based access control – users only get access to resources they 

need

• Holistic visibility at the network level: tag ports, network port status, 

unplugged cable, Quarantine VLAN, place PLCs in respective 

VLAN, etc

• Notifications: email alerts, malware or viruses id, network traffic 

violation, OT protocols inspection, approved third-party vendor logs 

in, etc
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OT Customer Profile: Water Treatment

COMPELLING EVENT

• Need for consolidation of products in environment

• Desire to improve security posture

• Lack of visibility across end points

• Needed OT security monitoring

SOLUTION 
• FortiGate 100Fs & 60Fs

• FortiSwitch 1024D, 124F, 108F, 148F, Rugged 112D-POE

• FortiAP 231F

• FortiAnalyzer

• FortiManager

• FortiDeceptor

• FortiNAC

OUTCOME

• Single Pane of Glass Management

• 100% Visibility of Network and Security

• Attack surface reduced

• Single vendor environment

• Potential next steps are SIEM, EDR, and Mail protection

CUSTOMER NEEDS

• SD-WAN capabilities

• Consolidate management of security and networking

• Ease of Use and management – GUI

• Single vendor to call for support

• Network visibility and user/device restrictions
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OT Customer Profile: Water Treatment

COMPELLING EVENT

• Desire to improve security posture after ransomware attack

• Lack of visibility across end points

• Need for consolidation of products in environment

• Needed OT security monitoring

• Needed network segmentation

SOLUTION 
• FortiGates 501E, 600E and others

• FortiAnalyzer

• FortiManager

• FortiEDR

• FortiExtender

• FortiClient

• FortiDeceptor

OUTCOME

• Single Pane of Glass Management

• 100% Visibility of Network and Security

• Attack surface reduced

• Single vendor environment for security and networking

• Potential next steps are FortiVoice and FortiSwitch

CUSTOMER NEEDS

• Consolidate management of security and networking

• Ease of Use and management – GUI

• Single vendor to call for support

• Network visibility and user/device restrictions

• End point monitoring and threat correlation



Take the Next Step
Talk to an expert about your cybersecurity needs and strategy
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• Clean Water State Revolving 
Fund (CWSRF) | US EPA

• Drinking Water State Revolving 
Fund (DWSRF) | US EPA

• State and Local Cybersecurity 
Grant Program (SLCGP) | CISA

• WaterSMART | USBR

Funding for Cyber Resilience and Protection

Over $3B amongst these four programs
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Grants Support 
Program

Bringing Technology Funding 
Home for Public Sector Agencies

Get Started by emailing

SLED@Fortinet.com
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Get the Report
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Public Service Announcement
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Q&A
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Thank you!

More info | www.fortinet.com/OT
Email | OT@fortinet.com 




